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Xledger Folder Service

Installation guidelines for Xledger Folder Service
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1 Preparation

Before starting the installation — make sure the following conditions are met:

1. File Upload User is created
2. Minimum System Requirements
3. Local Xledger User Account with Local Administrator Rights

1.1 Create a user account

A Domain Administrator can create a user account and set up the necessary access levels for the
entity in question. Contact your Domain Administrator / Superuser and request a File Upload
user for the actual Entity. Supply an e-mail address for the File Upload User (preferably a group
e-mail address). Also request the Entity Code and Import Code for the actual files.

NOTE: The User Account Info and Security Code will be sent to this address during Certificate
Installation.

1.2 Minimum System Requirements

Xledger Folder Service 6.2 or newer (see Section 3).
Windows Server supporting TLS 1.2.
The PC/Server must have a permanent Internet Connection.

.NET Framework 4.8 or newer.

1.3 Local Xledger User Account

A local Xledger User Account must be created on the PC/Server preferably with user name:
Xledger with local administrator rights on the PC/Server.

NOTE: If another custom local administrator user is chosen for the installation, this user MUST
have a password created in order to run Xledger External Folder Service.

1. Login as an Administrator User

2. Choose Start, Computer (My Computer)
3. Right mouse-click and Manage
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g; Computer Management
File Action View Help

| F

[F=1 Eol 5

A Computer Management (Local)
4 [} System Tools
i @ Task Scheduler
» 2] Event Viewer
> qa| Shared Folders
a # Local Users and Groups
1 Users
| Groups
> @ Reliability and Performance
s Device Manager
4 5 Storage
=F Disk Management
» Sy Services and Applications

MName

Full Name

!g.iAdministrator

!y Guest

A yADMIN

4

mn

Actions

Users

More Actions
XLEDGER

More Actions

4. Press Local Users and Groups, Users and Right mouse-click Users

5. Select New User

Mew User

User name: ¥LEDGER

Full name: XLEDGER

Description:

Password: TERRERES

Corfimm password: LTI

User must change password at next logon
Usger cannot change password
Password never expiras
[ Account is disabled

Help [ creae ||

6. User Name: Xledger, User cannot change password, Password never expires.
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;Q-' Computer Management EI

Eile Action View Help

@ 7E) a L
;é-'- (;omputer Management (Local) Mame Description = Actions
“ m System Tools :bAdministrators Administrators h Groups -
i gé? :Z:::r:zf:rler ¥ Backup Oper.ators Backup Operator More Actions »
) Shared Folders :E'Cryptographlc Operat.. Members are aut
. %‘ Local Users and Groups .k'Distributed COM Users  Members are allc
] Users % Event Log Readers Members of this L
G P Guests Guests have the {
- @ Reliability and Performance &1 1Usks Built-in group us
4 Device Manager B Network Configuratio... Members in this
2 g Storage :@Performance Log Users  Members of this
lﬂﬁl Disk Management kperformance Monitor ... Members of this
N ?& Services and Applications P Power Users Power Users are i'—
:k' Remote Desktop Users  Members in this
:E'Replicator Supports file repl
B Users Users are prevent
Bl GOl CanrerdNEAACEN]__ Marnbare in the o
]

7. Select Groups and Right mouse-click Administrators
8. Select Properties

Administrators Properties

General
%f Administrators
Description: Administrators have complete and unrestricted access
to the computer,/domain
Members:
B pdmiristrator
A XADMIN
(Changes to a user's group membership
Remove are not effective until the nexd time the
userlogs on.
[ ok [ Cacd ][ 2ool Help

9. Add...
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Select Users, Computers, or Groups

Select thiz object type:

Users or Groups

From this location:
wlabs.com

Enter the object names to select (zamples):

Cbject Types...

Check Names

o

==

10. Select Advanced...

Select Users, Computers, or Groups

Select this object type:

Users or Groups

From this location:

«labs.com

Common Queries

Cbject Types...

Name: Starts with -

Disabled accounts

MNon expiring password

Days since last logon:

Search results:

Stop

;';)/7'

MName (RON) E-Mail Address Description In Folder

11. Select Locations...
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Locations
Select the location you want to search.

Location:

il 1 ICI-BJORNAR3

= Entire Directory
_‘fj xlabs.com

[ ok [ concel |

12. Choose the local PC or Server and Press OK
13. Press Find Now...

Select Users 7]
Select this object type:
Users or Builtin security principals
From this location:
Commen Queries
Mame: Starts with Columns..

Stop

Description: | Starts with

Disabled accounts

MNon expiring password

¥

Draps zsince last logon:

Search results:
MName (RDN) In Folder

82 | OCAL SERV...

H2 NETWORK

H2 NETWORK S...

H2 OWNER RIG...

H% REMOTE INT...

2 SERVICE

H2 sysTEM

H2 TERMINAL S...

&, xaDmIN IC-BJORNAR3

a KLEDGER ICI-BJORNAR3 i

m

14. Select the local Xledger User and press OK, OK and OK.
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2 Certificate Installation

The Xledger User Certificate is acquired with the Xledger Certificate Manager.

2.1 Installing the Xledger Certificate Manager

Log on to the Server/PC using the local Xledger User account. Install the Xledger Certificate
Manager from the following location:

https://www.microsoft.com/en-us/p/xledger-certificate-
manager/9n0g2h72x5x8?activetab=pivot:overviewtab

Install with default settings:

ﬁ KLEDGER.NET Certificate Manager

Welcome to the XLEDGER NET Certificate
Manager Setup Wizard

The inztaller will quide you through the steps required to install XLEDGER.MET Certificate b anager
O PaLr Computer.

WARMIMG: This computer program is protected by copyright law and international breaties.
Unautharized duplication or distribution of this program, or any portion of it, mayp result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

1. Select Next
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j@ XLEDGER.NET Certificate Manager

Select Installation Folder

The ingtaller will ingtal ¥LEDGER.MET Certificate Manager to the following Folder.

To install in this folder, click "Mext". Tao install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files [+86)\*LEDGER.MET'*LEDGER.MET Certificate M Brawse. ..

Install XLEDGER.MET Certificate Manager for yourself, or for amyone who uses this computer:

() Everyone

@ Just me

Cancel ] ’ < Back ] | Mest >

2. Just me and Next

5! XLEDGER.NET Certificate Manager =] & |

Confirm Installation

The installer iz ready to install XLEDGER.NET Certificate Manager on your computer.

Click "Mext" to start the installation.

Cancel ] ’ ¢ Back ] | Mest >

3. Next
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ﬁ KXLEDGER.NET Certificate Manager

Installation Complete

#LEDGER.MET Certificate Manager has been successfully installad,

Click "Cloge" to exit.

Flease uze Windows Update to check for any critical updates ta the MET Framework.

Cancel < Back

4. Close.
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2.2 Download the Certificate

Use Xledger Certificate Manager to acquire a New Certificate

1. Start, All Programs, Xledger, Xledger Certificate Manager

Kledger Certificate Manager 4.0 — m] ®

Serial Mumber Walid from Valid to Subject

Cettficate Location

2. Select Get New Machine Certificate

¥LEDGER.NET User Name

i Get Securty Code (E-Mail)... {

Get Cedfficate...

e

3. Type the Xledger File Upload User Name and Password from the Preparation step.
4. Select Get Security Code (E-mail)
5. Type the Security Code

NB Use machine Sertificate
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Request Certificate (=3

Authentication
User Name XLEDGER.MNET User Name
Password TTIITITY

Securty Code L1

£ Get Certificate...

Security Code sent by E-Mail!

6. Select Get Certificate and the Certificate should be installed automatically.
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3 Setup the Xledger Folder Service

Install the Xledger Folder Service and then make the configuration with Xledger Folder Service
Manager. The Certificate is then bound to the correct Entity and Import Filter.

3.1 Install the Xledger Folder Service

Download the Xledger Folder Service from the following location:

http://apps.xledger.net/FolderService/XFolderServiceSetup62.zip

Unzip the file and run setup.exe:

1. Make a default installation running the setup.exe file

ﬁ XLEDGER.NET FolderService

Welcome to the XLEDGER NET FolderService
Setup Wizard

The installer will guide you through the steps required ta install XLEDGER.MET FolderService on
Your cormpuker.

WwARMING: This computer program iz protected by copyright law and international breaties.
Unautharized duplication or distribution of thiz prograrn, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

2. Next
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j@ KXLEDGER.NET FolderService

Select Installation Folder

The ingtaller will ingtall ¥LEDGER.MET FolderService to the following folder.

To install in this folder, click "Mext". Tao install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files [+86)\*LED GER.MET'\LEDGER.MET FolderServic Brawse. ..

Cancel ] ’ < Back ] | Mest >

3. Next

‘@ XLEDGER.NET FolderService

Confirm Installation

The installer iz ready to install *LEDGER.MET FolderService on your computer.

Click "Mext" to start the installation.

Cancel ] ’ < Back ] | Mewst >
4. Next
(S oermeclogn ==
Usemname: COMPUTER_MAMEVKLEDGER
Password:
Confirm password:
0K [ camcel |

5. The Service Logon must be the local Xledger user account from the Preparation step.
NOTE: The User Name must also be prefixed with the COMPUTER_NAME. The
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COMPUTER_NAME is easily found from Start, Right mouse-click Computer (My
Computer) and select Properties

3.2 Configure the Xledger Folder Service
The XEDGER.NET Folder Service has to be configured correctly:

1. Press Start, All Programs, Xledger, Xledger Folder Service Manager

SZ XLEDGER.NET Folder Service Manager [f=|[-E ][]

Config...

Service Status

2. Press Config...

SZ XLEDGER.NET Folder Service Manager - Config [= ][ |==

Corfig File
C:\Usersy User Name ‘\AppDatatRoaming'XLEDGER.NET \XFolderService \Config xml

XLEDGER.MET Authertication

Certficate

E=username@xledger.net,Ch=user name OU=XLEDGER.NET, O=XLABS.... [Expires: 10.03.2003 15:10:19] v]
User Name

XLEDGER.NET User Name

Password

Confirm Password

Generate Ky
Key

Wn8ka\ihh OmpVHF UwdkCop VIN/bmWz YPWrDvOmaCyql L4 VvecXMh Ym+ov7pGb TZ8Dk 2Q0UGm AWLWbt h A==

Log
System Events [¥] File Events V] Emors [ View Log... l [ Clzar Log

Close

Select the correct Certificate

Insert the Xledger File Upload User Name, Password and Confirm the Password
Press Generate Key

Press Save

oukWw

The Certificate Information is now written to the Configuration File. The Configuration File must
then be corrected with the actual Import Definition and Entity Code.

7. Press Edit
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<action verb="KDR">
<param key="version">1.0</param>
<param key="FileType">txt</param>
<param key="Directory">C:\XLEDGER. NET\Export</param>
<param key="Includesubdirectories">false</param>
<param key="DoneFolder">\Done\</param>
<param key="errorrolder">\Error\</param>
<param key="FilePattern">*. *</param>
<param key="EntityCode">13</param>
</action>

8. Change ImportCode and EntityCode (contact support@xledger.net for correct values)
9. Add the line if missing: <param key="ErrorFolder">\Error\</param>

10. Press Save and Close the Configuration File

11. Press Close to Close the Config window

7 ¥LEDGER.MET Folder Service Manager E=nEER ==
Config...

Service Status

12. Press Start and the Service Status should display Running
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4 Verification

To verify the Setup is working correctly test with an empty file matching the Import Filter.

1. Create an empty file (with e.g. Notepad) matching the Import File Pattern.
2. Open Windows Explorer and move the file to the C:\Xledger\Export directory

Pl KLEDGER.NET
4 Export
Done
Error

3. The file should be moved to the Done folder in a short while
Open the Xledger Folder Service Manager.
Press Start, All Programs, Xledger, Xledger Folder Service Manager
Press Config...

Press View Log and check the Log File for Errors.
Verify the file has been uploaded to Xledger.

Nous

xledger Demo Demo AS XL

Y Hjem XRM Regnskap Bank Fakturering Prosjekt Lenn/Reise Kunde Leverandgr @konomi Forsystem Innkjgp Administrasjon

Petter Pettersen (Regnskapsleder) v : Forsystem > Filimport @ w

Filopplasting

Filopplasting

Opplastede filer

Browse...

Dato fra Dato til Status Kpne

Importdef. [

* S Avansert

M Kolonner [# Excel
0o Fr Godkjent av Godkjent A Opprettet Status Fil F

Godkjenn Fjern godkjenning
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5 Troubleshooting

Some errors and solutions:

5.1 CA-Certificate Missing

Install the CA-Certificate Manually.

1. Type https://www.xledger.net/xledger.cer in the browser and save it to the desktop.

File Download - Security Warning (3]
Do you want to open or save this file?

Mame: xledger.cer
E Type: Security Certificate, 1,37KB
From: www.xledger.net

Cpen ][ Save ][ Cancel J

l;jijl While files from the Intemet can be useful, this file type can
patentially ham your computer. f you do not trust the source, do not
open or save this software. What's the risk?

2. Press Start, Run, mmc and press Enter

Consolel - [Console Root] | [E-] 3]
File | Action View Favorites Window Help - [[&] =
&= New Ctrl+N
= Open... Ctrl+0 Actions
Save Ctrl+S L i this view Console Root -
Save fs.. I Mare Actions 4
Add/Remove Snap-in... Ctrl+M
Options...

1 C\Windows\..\taskschd.msc

2 C\Windowsh...\CempMgmt.msc

3 CAWindowsh...\eventvwr.msc

4 C\Windows'\System32\secpol.msc

Exit

Enables you to add snap-ins to or remeve them from the snap-in conscle,

3. Select File, Add/Remove Snap-in...
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Add or Remove Snap-ins (3]

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
SnapHn Vender - [] Console Roat Edit Extensions...
5‘-? NET Framework 2.0... Microsoft Cor... Remove
= | ActiveX Control Microsoft Cor...

m

Authorization Manager Microsoft Cor...

Eﬁ] Microsoft Cor... Move Up

N Compaonent Services Microsoft Cor...

A Computer Managem... Microsoft Cor... ETAE e
24 Device Manager Microsoft Cor...
=% Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...

_Ej Group Policy Object ... Microsoft Cor...
?fg Internet Informatio...  Microsoft Cor...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ OK ] [ Cancel

4. Select Certificates, Add, Computer Account, Local Computer

Certificates snap-in (=30

This snap+n will always manage cerdfficates for:
() My user account

() Service account

<Back || Net> | [ Cancel

5. Press Next
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Select Computer

Select the computer you want this snap+n to manage.

Thiz snap4n will alway= manage:

() Ancther computer: Browse...

[] Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

[ <Back |[ Fnsh | [ Cancel

6. Press Finish and Ok.

% Consolel - [Console Root\ Certificates (Local Computer)] =n o |
ﬁ File Action View Favorites Window Help l:"E"z‘
N=RRENES

] Consale Root Logical Store Name Actions
y Eﬁl Certificates (Local Computer)

I Personal Certificates (Local Co... =

[55] Trusted Root Certification Autharitiac ions ,
[l Enterprise Trust Find Certificates... =

= . . Certifican, -
|_|Intermediate Certi All Tasks R Find Cortficates..

I Trusted Publisher
| Untrusted Certific Mew Window from Here Import...

[ Third-Party Root Refrech
[ Trusted People res
[ | Other People Help

| Remnote Desktop
[ ] Smart Card Trusted Roots

Add a certificate to a store

7. Right mouse-click Trusted Root Certification Authorities, All Tasks, Import...
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Certificate Import Wizard (=3

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Next = l[ Cancel

8. Next

Certificate Import Wizard @

File to Import
Spedfy the file you want to import.

Eile name:

C:\Users\Any User'\Desktopxdedger.cer

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about

[ < Back ” Mext = ][ Cancel ]

9. Select the Certificate from the Desktop, Next
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Certificate Import Wizard (=3

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back “ Mext > l[ Cancel

10. Press Next, Finish

Certificate Import Wizard @

:I The import was successful,

11. Restart the Computer and retry.

5.2 The Service Fails to Start

The Service may under certain circumstances fail to start due to lack of rights. This may be
corrected by the following steps:

1. Press Start, Run, services.msc and press Enter
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File Action VNiew Help

@ |EDc= HE »anwp
el © - |
Mame = Description Status &

XLEDGER.NET Folder Service
Creates and... Started

i%WOrkstation
iS;;WorId Wide Web Publishing Service  Provides W...  Started

Start the service
Uploades Fil...

*3 ¥l EDGER.MET Folder Service
Description: "2, XLEDGER.NET Job Service Runs the XL... 3
Uploades Files to XLEDGER.NET 7 XLEDGER.NET Scheduler Service Runs the XL... -
< m | 3

Bxtended / Standard /

2. Right mouse-click Xledger Folder Service, Properties
3. Select the Log On folder

|Genem|| Log On |Remwy|[)qaeﬁda10es|

Log on as:

(7 Local System account
[[] Allow service to interact with desktop

ici-bjomard XLEDGER Erowse...

@ This account:
Easswol‘d: SRR ERRERRERS
Corfirm password: FEBEBBEBRERRRRE

Help me configure user account log on options!

You can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service

Undocked Profile Enabled

Troubleshooting using hardware profiles. | Enable H Dizable ]
ok J[ Concat |[ tooy |

4. Type the Password and Confirm it
5. Press Apply

The account ici-bjornar3\ XLEDGER has been granted the Log On As A

Service right.

6. Press OK (if the dialog shows up)
7. Select the General folder
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XLEDGER.NET Folder Service Properties (Local Computer) (=3

General |Log On | Recovery | Dependendes|

Service name: g
Display name: ¥LEDGER.NET Folder Service

Description: Uploades Files to XLEDGER.NET -

Path to executable:
"C:\Program Files (x86)\XLEDGER NET"¥LEDGER.NET FolderService XF

Startup type: [Momaﬁc -

Help me configure service startup options.

Service status: Stopped

Stop Pause Besume

You can speciy the start parameters that apply when you start the service
from here.

Start parameters:

[ ok ][ Cancel Apply

8. Press Start.

The Service should now start.

5.3 The File is not uploaded

Check the Xledger Folder Service Manager Log. Then verify the Configuration file and restart the
System (at least the Service).
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