Set-up Xledger App in Azure AD for SSO and publication to Office 365

This description shows how to add the Xledger app to Azure AD and how to allow it to be used for
SSO and publication into the Office 365 application portal.

This includes 3 separate areas of configuration and each step is described in this document.

The steps are:

1. Toadd the app to the Azure AD Enterprise Applications

2. The Important App settings Azure AD Enterprise Applications

3. The configuration of User Login Service and User Logins in the Xledger Application
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To add the app to the Azure AD Enterprise Applications

1. In Azure AD, go to ‘Add an application’ and find the Xledger application in the Azure Gallery.

(Screenshot 1)

2. Select Xledger application and application detail tab choose ‘Sign up for Xledger’.

(Screenshot 2)

3. You will be taken to the Xledger landing page. Choose the ‘Signup with Microsoft (Admins)’

bullet-point. (Screenshot 3)

4. Use a Global Administrator account and sign in to your Tenant. (This is a requirement to give
the application permission to read user profiles in your organization). (Screenshot 4)
5. Click Accept to verify that Xledger is allowed to read user profiles in your Azure AD. After this
verification the Xledger application can be found under Enterprise Applications in your Azure

AD. (Screenshot 5)
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Screenshot 2
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Screenshot 3
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Screenshot 5
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The Important App settings Azure AD Enterprise Applications

1. In Enterprise Applications —All applications in Azure AD, select the Xledger application.
(Screenshot 6)
2. Under Manage for the app, Choose Properties. (Screenshot 7)
3. Verify that the default settings is (Screenshot 8):
Enabled for users to sign-in: YES
User assighment required?: NO
Visible to users?: YES

4. Under Users and groups for the app, Choose +Add user (Screenshot 9)

5. Select the users or the group that you would like to assign the app, and choose Select.
Xledger do recommend to use groups for the app assignment for easier user management
both in a cloud only and hybrid environment. (Screenshot 10)

6. Choose Assign to assign the Xledger app to users. (Screenshot 11)

The assigned group/user will appear under Users and groups for the app.

7. After the sync cycle is completed the between Azure and Office 365 the Xledger App will
appear for the users along with the other assigned apps in the Office 365 user portal.
https://apps.office.com/start/default.aspx (Screenshot 12)

It's not uncommon that the sync cycle take some time due to the throttling mechanism
Microsoft has put in place.
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https://apps.office.com/start/default.aspx

Screenshot 8
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Screenshot 9
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Screenshot 10
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Screenshot 11
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Screenshot 12
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The configuration of User Login Service and User Logins in the Xledger Application

1. Using the role domain administrator in Xledger, add Microsoft Azure as the User Login
Service. You need to enter the Tenant Name and Tenant ID. (Screenshot 13)

2. Ifyou don’t know your tenant ID, it can be found in the Azure Portal. Click Azure Active
Directory, under Manage, click Properties. The tenant ID is shown in the Directory ID box.

3. Add the desired users under User Login. Enter User ID, Login service (As configured in step 1),
User login ID (Login in Azure. Xledger recommend using the Azure UPN for this). (Screenshot
14)
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Screenshot 14
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